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ABSTRACT

Security and stability in a network service is a top priority for a network administrator. The
slightest security vulnerability can make a very big threat in the stability of network services.
The rise of cybercrime that intercepts access to a network service by performing ARP spoofing
to imitate a client who has the right to access the network, with this happening it can be
detrimental and disrupt network services. The application of MAC Address filtering to access
network services is able to minimize the occurrence of cybercrime in the network. The filtering
technique used is by registering the MAC address of each network service user who will
connect to the network. This technique is able to recap the MAC Address on each device in the
MAC Address table and is able to block access to clients whose MAC addresses are not
registered. The test results obtained for the comparison of MAC Address filtering security
using Dynamic with sticky MAC addresses are that the implementation of port security static
sticky is considered better than the implementation of dynamic port security, where if there is
a new client trying to access the network and the client's mac address is not registered then the
client absolutely does not get access to network services.
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1. INTRODUCTION

The development of information technology, especially in the world of computer networks,
forces a network administrator to work more competently in their field. Ensuring stable and
secure network services is a top priority in a network service (Firmansyah et al., 2019) . The
choice of method in the application of computer network security is very vital (Firmansyah &
Wahyudi, 2021) . Computer network security is vital for a network service, if there are
weaknesses in network services, it can lead to instability of a service that is being used. In fact,
the computer network security system in recent years has become a major focus in the world
of computer networks, this is due to the rise of threats and attacks from the internet. Crime
within a network is very difficult to detect, because cybercrime actors can remove traces of
their location of attack (Anugrah & Rahmanto, 2018) .
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Due to the exponential growth in network deployments, this field has become a prime target
for attackers. Spoofing attacks are a very common type of attack on networks. This may sound
simple, but it is a complex technique that involves impersonating and gaining access to
restricted information. Some spoofing attacks complicate the scenario by launching other
attackers using fake computers. Networks are usually unable to identify spoofing attacks
because the attacking hackers can spoof the MAC addresses of their devices to impersonate
other devices on the network resulting in advanced ARP spoofing thereby exposing network
vulnerabilities (Anathi & Vijayakumar, 2020) .

The application of port security on layer 2 switches is expected to be able to ward off all
cybercrime activities located at the location of computer network devices because crime in the
world of computer networks is an interesting thing for a hacker by profession. For example,
man-in-the-middle attacks intercept and corrupt data, which can lead to disruption of network
communications and other serious consequences (Song & Ji, 2016) . By doing port security,
the MAC address table will be activated on the switch port interface by synchronizing the ARP
(Address Resolution Protocol), so the port cannot forward if the MAC address is not recognized
(Sulaiman, 2016) . The application of port security aims to avoid intruders who will steal data
on computer networks (Dwtias Sari et al., 2017) (Subekti & Subandri, 2020) . Because the
MAC Address is an address from the hardware, each NIC (Network Interface Card) has a
unique address from one another (Subekti & Subandri, 2020) (Hardi et al., 2020) . MAC
Filtering allows access only for the desired device (Grabovica et al., 2016) (Riska et al., 2018)

In previous research, it was found that the application of port security was able to apply security
to every client who wants to connect to the internet network must use a device that has
registered the MAC address and is in accordance with user access rights and passwords
(Firmansyah et al., 2021) . With the existence of port security, existing ports can be used to
allow access to the network. Switch port security is a technique that will allow anyone who has
the right to use network access through the available ports on the switch to secure the network
(Zara et al., 2020) while in other studies, MAC Address Filtering results are a system that is
able to prevent anonymous users from accessing the network. network, and allow users with
registered MAC addresses to access the network (Bima Pramudya, 2021) .

2. THEORY

Based on previous research written by Oris Krianto Sulaiman with the title of network security
system analysis using switch port security, sticky port security is very efficient to use because
of its ability to dynamically analyze the mac-address to be registered (Sulaiman, 2016) . In
research with the title wan network modeling with frame relay technology by utilizing switch
port security as a network security system, it concludes that implementing a Switch Port on a
device using Default / static port security settings is used for one port to be blocked, this
security capability is quite minimal because static port security capability can only register one
mac-address. Sticky port security is very efficient to use because of its ability to dynamically
analyze the MAC address that will be registered (Zara et al., 2020) .
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3. METHOD

In conducting research on Comparison of Port Security Switch Layer 2 MAC Address Dynamic
with Static Sticky MAC Address, researchers used the help of Cisco packet tracer simulation
software to create network simulations but did not change and reduce the original features
(Trabelsi & Saleous, 2019) (Srikanth Reddy et al. , 2020) . In this study, researchers used 1
(one) device router which is used as a DHCP Server and gateway in the network and with 3
(three) computer devices used to test port security connectivity.
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Figure 1. Network Schematic

Seen in Figure 1 is a network scheme that researchers use in the study of Comparison of Port
Security Switch Layer 2 MAC Address Dynamic with MAC Address Static Sticky. The test is
carried out to get the results of the comparison between the dynamic MAC Address port
security and the static sticky MAC Address port security.

1. RESULTS AND DISCUSSION
1.1 Simulation Scenario
The test scenario for Comparison of Port Security Switch Layer 2 MAC Address Dynamic with
Static Sticky MAC Address is done by adding one (1) new client to the running network but
the client's mac address is not registered in the layer 2 switch mac-address table. get the results
of the network security level both on the implementation of dynamic port security mac address
and on the implementation of port security mac address with static sticky.
1.2 Dynamic Port Security Configuration
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Figure 2. Network Schematic Port Security MAC Address Dynamic
To conduct research on Port Security Switch Layer 2 MAC Address Dynamic, there are several
things that must be considered, such as the use of the interface in the switch that is connected
to the client and the MAC Address used for each client. As shown in Figure 2 is the network
scheme used in implementing the Port Security Switch. Layer 2 MAC Address Dynamic. There
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are 3 (three) clients that are connected directly to the switch device HOST1 with MAC Address
000D.BDC4.C1EC, HOST2 with MAC Address 0006.2A2E.6B76 and HOST3 using
0060.70D9.BCD 7 while the MA Address 00E0.F9C9.A2D1 on HOST4 is not registered in
the MAC-Address table which is used as a connectivity test.

Table 1. MAC Address Dynamic Port Security Specifications
Device  IP Address Interface MAC Address
Router 192.168.10.1 Fa0/0 000B.BE52.3987
HOST1 DHCP Client  Fa0/2 000D.BDC4.C1EC
HOST2 DHCP Client  Fa0/3 0006.2A2E.6B76
HOST3 DHCP Client  Fa0/4 0060.70D9.BCD7
HOST4 00E0.F9C9.A2D1

Described in Table 1, is a specification of IP Address, Interface and MAC address used in
implementing Port Security Switch Layer 2 MAC Address Dynamic. The configuration used
for implementation determines the interface used and activates access mode on the switch and
provides port-security on all interfaces that will be used, such as:

!

FastEthernetO/1 . interfaces

switchport mode access
switchport port-security

!

FastEthernet0/2 . interfaces
switchport mode access
switchport port-security

|

FastEthernet0/3 . interfaces
switchport mode access

switchport port-security
|

FastEthernet0/4 . interfaces
switchport mode access
switchport port-security

|
After completing the configuration, use the "show port-security address™ command to verify
the MAC Address and interface used, shown in Figure 3. Figure 3 is the result of implementing
the Port Security Switch Layer 2 MAC Address Dynamic, the results in the secure MAC
address table will be filled with DynamicConfigured which contains the MAC Address and
interface used.

Switch#sh port-security address
Secure Mac Address Table

Vlan Harc Address Type Ports

1 Q00B . BESZ. 3587 DynamicConfigured FastEthernetd/1l
1 QooD . BDC4 . C1lEC DynamicConfigured FastEthernetd/2
1 000 . 2RIE.EBTE DynamicConfigured FastEthernetl/2
1 00s0_70D% .BCD7T DynamicConfigured FastEthernetd/4

Figure 3. Configuring Port Security MAC Address Dynamic
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1.3 Configure Static Sticky Port Security
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Figure 4. Network Schematic Port Security MAC Address Static Sticky

Meanwhile, to implement Port Security Switch Layer 2 MAC Address Static Sticky, the
network scheme used is shown in Figure 4. Later, USER1 will be limited in access, that is, it
can only access network services if it uses the fa0/2 interface on the switch port interface,
USER?2 can only use interfaces fa0/3 and USER3 can only use FO0/4. It aims to restrict access
to the port switch interface if there is a new client attempting access to network services. As
well as the specifications for the IP Address, interface and MAC Address as shown in table 2.

Table 2. Specifications for Port Security MAC Address Static Sticky

Device IP Address Interface MAC Address
Router 192.168.10.1 Fa0/0 000B.BE52.3987
USER1 DHCP Client Fa0/2 000B.BE 83.E 719
USER2 DHCP Client Fa0/3 0090.2BC8.922E
USER3  DHCP Client Fa0/4 000D.BDC 5.A 133
USER4 0060.7057.489D

Referring to Figure 4 and table 3, the configuration used for implementing the Port Security
Switch Layer 2 MAC Address Static Sticky is to determine the interface used, activate the
access mode, activate the sticky mac-address, and activate the violation protect if a new client
tries to access it. into the network so that it does not interfere with running network services
and registers MAC addresses on all clients who will later have the right to access the running
network, the configuration used is:

FastEthernet0/2 . interfaces

switchport mode access

switchport port-security

switchport port-security mac-address sticky

switchport port-security violation protect

switchport port-security mac-address 000B.BE 83.E 719
|

FastEthernet0/3 . interfaces

switchport mode access

switchport port-security

switchport port-security mac-address sticky
switchport port-security violation protect

switchport port-security mac-address 0090.2BC8.922E
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|

FastEthernet0/4 . interfaces

switchport mode access

switchport port-security

switchport port-security mac-address sticky

switchport port-security violation protect

switchport port-security mac-address 000D.BDC 5.A 133
|

There are different implementation methods between Dynamic MAC Address filtering and
Static Sticky MAC Address filtering, if the Dynamic MAC Address does not register the MAC
Address which will later have the right to access a network service while the implementation
of Static Sticky MAC Address filtering must perform an order by registering the MAC The
address that will have access rights to a network service using a predetermined interface.

Switchi#sh port-security address
Secure Mac Address Takle

Vlan Hac Rddress Type Borts

1 O00B.BEEB3 _ET1S SecureConfigured FastEthernetl/2
1 0050 _2BCE_S22E SecureConfigured FastEthernetl/3
1 000D . BDCE _RA133 SecureConfigured FastEthernetl/4

Figure 5. Configuring Port Security MAC Address Static Sticky

Seen in Figure 5 is the result of the configuration of the Port Security Switch Layer 2 MAC
Address Static Sticky. The results obtained are different between the implementation of Port
Security Switch Layer 2 MAC Address Static Sticky with Port Security Switch Layer 2 MAC
Address Dynamic. If in Port Security Dynamic the results obtained in the Secure MAC Address
Table contain DynamicConfigured while in Port Security Static Sicky the results obtained are
SecureConfigured between MAC Address and the interface used, which means that clients with
MAC Address 000B.BE83.E719 can only access into network services if connected using the
Fa0/2 interface and the client with MAC Address 0090.2BC8.922E will only be able to connect
using the fa0/3 interface and the client with MAC Address 000D.BDC5.A133 can only use the
fa0/4 interface on the switch device.

1.4 Port Security Dynamic Connectivity Test

To test the dynamic Port Security connectivity, we can refer to Figure 2, where there is one
client with the name HOST4 that is not connected to the running network. The test is carried
out by HOST4 experimenting access to the running network using the fa0/2 and fa0/10
interfaces on the switch.

Table 3. Port Security Dynamic Connectivity Test Results

_ Connectivity
Device MAC Address Interface Before  After

HOST4  00EO0.F9C9.A2D1 Fa0/2 OK
HOST4  00EO0.F9C9.A2D1 Fa0/10 OK

Seen in Table 3 is the result of an experiment from the client side of HOST4 into the network.
The first experiment HOST4 conducted a connectivity test using Interface Fa0/2 and the results

70



©1080

were able to connect to the network, the second experiment was carried out on HOST4 using
the Fa0/10 interface and obtained the same result that HOST4 can still connect to running
network services.

Firmansyah et.al, Comparison of Port Security Switch Layer

IP Configuration
Interface FastEthernetl
IP Configuration
§ D[j}[‘.P O Static DHCP reguest successful.

IPv4 Address 192.168.10.54
Subnet Mask
Default Gateway

DNS Server 0.0.0.0

Figure 6. DHCP Client Results on HOST4

Switch#sh port-security address
Secure Mac Rddress Table

Vlan Mac Address Type Ports

1 000B_BES2 _3%987 DynamicConfigured FastEthernetd/1
1 Go0D.BDC4 .C1EC DynamicConfigured FastEthernetd/2
1 OOEOQ_FSC9 _R2D1 DynamicConfigured FastEthernetl/2
1 000€.2RIE_EBTE DynamicConfigured FastEthernetl/3
1 O0€d 7005 _BCD7 DynamicConfigured FastEthernetid/4

Figure 7. HOST4 Connectivity Test Results

Described in Figure 6 is the result of testing from HOST4 into network services. The results
obtained by HOST4 are able to get an IP Address allocation by DHCP which has been
facilitated by the Router above it. And shown in Figure 7 is the result of verification from the
layer 2 switch side which shows that there are 2 (two) MAC addresses connected to the
FastEthernet0/2 interface, namely 000D.BDC4.C1IEC and O0OEOQ.F9C9.A2D1. the
implementation of MAC Address Dynamic filtering is only able to record the user's MAC
address into the MAC Address table without being able to restrict access such as denial of
access if a new client tries to access it. This still forces a network administrator to monitor
manually and periodically to ensure the quality of network services.

1.5 Static Sticky Security Port Connectivity Test

To test the connectivity of Static Sticky Port Security, the researcher refers to the network
scheme provided in Figure 4, where there is one client with the name USER4 which was not
initially connected to the running network. The test is carried out in the same way when testing
on Port Security Dynamic, USER4 experimenting access to the running network using the fa0/2
and fa0/10 interfaces on the switch.

Table 4. Test Results for Static Sticky Port Security Connectivity
Connectivity

Device MAC Address Interface

Before After
USERA4 0060.7057.489D Fa0/2 Failed
USERA4 0060.7057.489D Fa0/10 Failed

Seen in Table 4 is the result of the USER4 client experiment into the network. The first
experiment USER4 conducted a connectivity test using Interface Fa0/2 and the results obtained
were USER4 could not connect to the network, the second experiment USER4 used interface
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Fa0/10 and got the same result that USER4 still cannot connect to the running network service.
Different results between the implementation of Port Security Switch Layer 2 MAC Address
Static Sticky with Port Security Switch Layer 2 MAC Address Dynamic. If the Port Security
Dynamic new client trying to access network services can still connect, while the Port Security
Static Sticky if there is a new client trying to access the network can't.

IP Configuration
Interface FastEthernetd -
IP Configuration
I:E:hDHCP O Static DHCP failed. APIPA is being used.
IPv4 Address 169.254.72.157

Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0

DNS Server 0.0.0.0

Figure 8. DHCP Client Results on USER4

Switch#sh port-security address
Secure HMac Rddress Takle

Vlan Mac Rddress Type Ports

1 000B.BE&83.E715 SecureConfigured FastEthernet(/2
1 0050_.2BCE .522E SecureConfigured FastEthernet(/3
1 000D .BDCS . R133 SecureConfigured FastEthernet(/4

Figure 9. USER4 Connectivity Test Results

Described in Figure 8 is the test result of USER4, the results obtained are that USER4 does not
get a DHCP IP Address allocation, different results on a dynamic security port where a new
client is able to get an IP Address allocation. While Figure 7 explains the results of the
verification of the switch device, it can be seen that there is no additional MAC Address in the
MAC Address Table because there are no new clients who are considered successful or have
the right to access network services. In order for HOST4 to be able to access network services,
the MAC Address used on USER4 0060.7057.489D must be registered in the MAC address
table by considering the interface port on the switch device.

4. CONCLUSIONS AND SUGGESTIONS
From the research that has been done, several conclusions can be drawn, as follows:

1) Implementing port security static sticky is considered better than implementing port
security dynamically, where if there is a new client attempting access to the network
and the client's mac address is not registered, the client absolutely does not get access
to network services.

2) To implement port security mac address using either dynamic or static sticky methods,
you must consider the MAC address of the client and the interface port on the switch
device.

3) The implementation of dynamic port security still has a security gap, where new clients
who try to access network services can still access network services. This still forces a
network administrator to manually monitor the MAC address table to find out which
clients are entitled and not.
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Suggestions for further research by adding an interactive decision making tool for port security
policy.
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